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1 Introduction

The internet traffic identification plays an important role in network manage-
ment. It enables network operators to better predict future network metrics
and demands, security personnel to detect network anomalous behaviour,
researchers to improve network performance.

This project is based on the work of Moore et al [1]. They applied a Naive
Bayes estimator to categorize traffic by application. Uniquely, their work
capitalized on hand-classified network data, using it as input to a supervised
Naive Bayes estimator. It was indicated that with the simplest of Naive
Bayes estimator they were able to achieve about 65% accuracy on per-flow
classification and with powerful refinements they could improve this value to
between than 95%.

In this project, a simple internet traffic supervised classification system
based on the Naive Bayes method [1] is implemented using C++ program-
ming language with C standard library and C++ standard template library
(STL). A dataset system and a classifier system is implemented. They are
built to be modularized and can be easily extended, thanks to the object
oriented feature of C++4. More details will be presented in Section 4.

Additionally, some utility applications are developed to help make pre-
processing more efficiently. For example, grab_inst grabs all instances lines
from an ARFF file, prints them to standard output, throwing out other
things. port_hist prints the histogram of the port numbers of flows belong-
ing to a certain class in an ARFF file. reindex renames the attribute names

to increasing integer numbers.



For detailed information, please refer to the project reference manual.

1.1 Program Usage

The program is developed on Linux using G++ version 4.2.4. Only C stan-
dard libraries and C++ STL are used so that the program should be portable
to any other platforms. It has been tested on Ubuntu 8.04.1 with G++ 4.2.4
and Microsoft Windows XP with Visual C++. But it is recommended to
compile and run the program under Linux/Unix environments with GNU
Automake tools [2].

To build the project, type make in shell command line. To clean up the
build, type make clean.

After successful compilation, link the local file test.arff against the real

arff file, say data/test.arff.small, the command is
1n -sf data/test.arff.small test.arff

Note that since the datasets are too large, in the distributed package of
this program, only a sample arff file test.arff.small is placed in data\
directory. For other datasets, refer to [3].

Also note that since the sample dataset is combined manually from many

datasets, it may NOT have a normal performance when classifying on it.
The following sample codes illustrates how to use the program.

#include "common.h" // normally included headers
#include <iostream>

#include "dataset.h" // Dataset class

#include "classifier.h" // classifier classes
#include "xvalidator.h" // cross validation



using namespace std;

int main()

{
// initiate a dataset using test.arff
Dataset dataset("test.arff");

// Initiate a naive Bayes classifier based on dataset
NaiveBayesClassifier c(dataset,248);

// train using WHOLE dataset

// One can also specify the training inst. using
// train_set() method.

c.train();

// test over WHOLE dataset

// One can also specify the training inst. using
// test_set() method.

c.test();

// No need to use train() test() directly.
// Just use cross validator!

Xvalidator x(&c);

// set seed

x.seed() = 3;

// set fold

x.fold() = 8;

// Start! That’s that easy!

x.xvalidate();

return O;

1.2 The Documentation

The project also comes with a complete and detailed manual, documenting
the whole source files. The document is based on a special c++ comment

style in the source file, and is generated using the open source documentation



tool Doxygen [4]. To build the documents, pleae make sure to have a working
Doxygen, then type make doc, and the manual is availabe in directory doc/.
The document comes in two formats, the html format is located in doc/html,
and is ready for use. The pdf format is in doc/latex, before using, please
cd into the directory, and type make.
The pdf format of the manual should have been submitted together with

this report.

2 The Algorithms: Naive Bayes Method

The naive Bayes classifier uses naive Bayes method in classification. It is
based on the criteria that one wishes to choose a class label i for a given in-
stance (observation) o = {ay, as, ..., ay}, such that the probability Pr(c;|o)
is maximized. In the above equation, M is the number of attributes that the
instance has. This criteria is called Maximum A Posteriori (MAP) criteria.

Mathematically, it is written as:
i = argmaz;c1 Pr(c;|o), (1)

where I is the set of all possible values of i.

In the sense of naive Bayes method, the a posteriori probability in Eq. 1
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Figure 1: The flow chart of network traffic classification.

can be further written as:
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where we assume that the attributes consisting of the observation are inde-
pendently distributed.

To estimate the conditional probabilities, the naive Bayes method further
assumes that random variables { A;|c;} are normally distributed.

Therefore, it is able to evaluate a posteriori probabilities for all class
indices. The classification is made on the class with largest a posteriori

probability.
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3 The Project Structure

As shown in Figure 1, the network flow classification process consists of
several procedures. A network device records network trace files from the
internet. The trace files are then processed during which packet header in-
formation are processed and network flows are identified. The flows are
recorded in ARFF format to form the desired dataset. The dataset is then
feed into the naive Bayes classifier to train the model, then test and evaluate
the performance.

It is worth mentioning that it is not trivial to identify flows from packet
header traces. Since for this particular project, the authors of [1] provides
ARFF flow dataset at [3], T will not focus on the procedure of obtaining
traces and identifying flows from packets. For detailed information, please

refer to [5].

4 The Implementation

Once given the algorithm as described in Section 2, the implementation
is straightforward. However, to make the implementation general and ex-
tendible is not trivial.
The implemented project consists of several parts as shown in Figure 2.
First of all, a complete, full functioning data set system is implemented.
The data set system is able to load ARFF files as the WEKA system does.

264

It is able to take as many as — 1 instances, each consists of as many as

264 1 attributes. The data set system is able to take numeric attributes and
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Figure 2: The structure of the implementation.

nominal attributes, and is able to be extended to add other attribute types.

Manipulating on the data set system, the naive Bayes classification (NBC)
system is implemented. It is able to test and train on a given data set, with
specified parameters as the testing instances, training instances, etc. The
classifiers are written in a way that they can be easily extended to other
classifiers.

For example, the basic classifier class specifies the interface that a classi-
fier should implement, i.e., classifies an instance. Then statistical classifiers
implement this interface by using the maximum a posteriori (MAP) crite-
ria. Then the naive Bayes classifier inherits from the statistical classifier by
calculating the a posteriori probability assuming that attributes are inde-

pendent and normally distributed conditioned on a given class. Similarly,



the naive Bayes classifier with kernel estimation (NBCKE) inherits from the
basic naive Bayes classifier, only having different method to calculate the
conditional probability of an attribute.

In this way, future classifiers can be easily implemented based on exist-
ing ones. In this project, the basic classifier (abstract), statistical classifier
(abstract), and the naive Bayes classifier are implemented. The naive Bayes
classifier with kernel estimation is left for future implementing.

Besides, the cross validation class is implemented to manipulate the clas-
sifier class. It splits the dataset into n folds, using only one fold for testing
and the rest for training. This process is iterated for n times over the n
folds. And the performance is averaged. The cross validation can be stated

as following:

randomize seed
split dataset into folds
for each fold i:
train dataset - fold i
test fold 1
store performance i
average on performance

5 The Result

To verify the work of this project, 8-fold cross validation is conducted on the 9
datasets, each cross validation is randomized 5 times. Then the performances
are averaged to produce the following results.

In the following results, the accuracy is defined as the total number of

correctly classified instance diveded by total number of instances. The trust



043 435 05 1.7 00 16 1.2 37 25 02 01 0.0
00 2736 01 00 00 00 00 00 00 01 0.0 0.0
00 00 11.v 00 0.0 00 00 00 00 0.0 00 0.0
02 00 00 412 00 0.0 0.0 0.1 0.0 0.0 00 0.0
1.6 102 0.0 0.0 1.8 57 0.1 0.0 1.2 01 0.0 0.0
36 133 01 00 00 43 00 03 01 01 0.0 0.0
00 00 00 00 00 00 397 00 0.0 00 0.0 0.0
00 00 00 00 00 00 00 1528 00 0.0 00 0.0
00 00 00 00 05 00 00 00 148 00 00 0.1
060 00 00 00 00 00 00 00 00 268 0.0 0.0
00 00 00 00 00 00 00 00 00 0.0 01 0.0
00 00 00 00 00 00 00 00 00 0.0 00 0.0

Table 1: An Example of A Confusion Matrix.

is defined as the probability that an instance belongs to a certain class given
that it has been classified as this class. The trust indicates how much one

can believe the classification.

Naive Bayes Accuracy: 62.19%
Moore et al Accuracy: 65.26%

Naive Bayes Trust, Moore et al. Trust
WWW  96.7% 98.31%

MAIL 71.2% 90.69%

BULK 66.32% 53.77

SERV 68.9% 35.92%

DB 47.5% 61.78%

P2P 2.8% 4.96%

ATTACK 0.898% 1.10%

MMEDIA 56.5% 32.30%

The implemented work can also provide the confusion matrix. However
since average across different cross validations is not provided, I only present
the confusion matrix of 8-fold cross validation on dataset entry02.weka.allclass.arff
using seed 2 as following.

It can be seen from the result that the performance is close to that of the
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original work by Moore et al. However, there is some difference between the
two performances. Note that this is mainly because of the different use on

the datasets but rather than the algorithm itself.

5.1 Feature Selection and Dimension Reduction

Authors of [1] also proposed a method to select good features. The method
used is Fast Correlation-Based Filter (FCBF). At the end of the paper, the
authors identified several good features using FCBF. In this project, classi-
fications are done using only these good features. It is shown that feature
selection gives great improvement on classification performances. Due to time
limit, this experiment is only conducted using dataset data/entry01.weka.allclass.arff
using cross validation. The results are shown as below.
Since these haven’t been randomized over seeds and over different datasets,

it’s not reasonable to compare with the work in [1].

Naive Bayes Accuracy with FCBF: 94.297

Naive Bayes Trust with FCBF
WWW  98.7%

MAIL 90.4Y%

BULK 52.97%

SERV 97.397%

DB 100.0%

P2P 6.42,

ATTACK 9.72%

MMEDIA 21.72}
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